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Executive Summary

In our 2026 assessment of 20 professional services businesses across Southern Ontario, 78% had no
Al acceptable use policy, no visibility into which Al tools their employees were using, and no
documentation ready for their cyber insurer. The businesses spanned legal firms, accounting
practices, financial advisory firms, and healthcare offices in Guelph, Hamilton, Burlington, and
surrounding areas.

In May 2026, the Office of the Privacy Commissioner of Canada ruled that ChatGPT violated PIPEDA.
The Law Society of Ontario has warned lawyers about disciplinary action for Al data misuse. Yet the
overwhelming majority of the businesses we assessed had no Al policy in place — and most had no
idea their employees were feeding confidential client data into public Al models.

Methodology

Our assessment covered 20 businesses averaging 15-40 employees across Southern Ontario. Each
audit evaluated Al tool usage, acceptable use policies, data encryption, patch management, incident
response readiness, hardware inventory, and password hygiene.

Key Findings (By the Numbers)

1000/0 lacked an Al Acceptable Use Policy

Employees used ChatGPT, Copilot, and other public Al tools with client data daily — with no
documented rules, training, or oversight.

95% had no shadow Al audit

Partners assumed their teams used only approved tools. In every case, employees used at least 3
unauthorized Al tools — including tools that train on submitted data.
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had weak or reused passwords

The same password across email, Active Directory, and accounting software on critical systems.

had not patched in 60+ days

Known vulnerabilities sitting live on their networks, waiting to be exploited.

could not account for deployed hardware

They did not know what devices were on their networks, what software was installed, or what data
those devices held.

had zero encryption on sensitive files

Customer data, payroll records, and financial documents sitting in plain text on network shares.

lacked an Al incident response plan

If an employee leaked client data through an Al tool, there was no playbook, no response steps, and
no notification process.



Why This Happens

It is not incompetence. It is the math of small business.

Hiring a full-time IT person costs $65,000-$85,000 per year in Southern Ontario. Add benefits,
equipment, and training, and the cost exceeds $100,000. A business with 20 people cannot justify that
expense. So they ban ChatGPT. A memo goes out. The problem looks fixed on paper. Then
employees simply use their personal phones to summarize confidential documents.

That is the reactive trap. And 78% of Southern Ontario businesses are in it.

The PIPEDA Angle (For Regulated Industries)

If you handle customer data in Ontario, PIPEDA compliance is not optional. The Information and
Privacy Commissioner of Ontario and the Canadian Centre for Cyber Security both expect reasonable,
documented security measures from any organization handling personal data.

Across our 20 audits, 12 businesses handled personal information that triggered PIPEDA
requirements. Only 2 had documented security controls that actually met the standard. The
other 10 were technically non-compliant — vulnerable to audit findings, fines, and reputational damage
if a breach occurred. A single PIPEDA investigation can cost $50,000 or more in legal fees, fines, and
remediation.

The Cost of Waiting

Consider one business we audited — a 25-person accounting firm in Guelph. They had run without an
Al Acceptable Use Policy or data-loss-prevention controls since LLMs launched. They spent nothing on
proactive Al governance.

A partner discovered an associate had been pasting confidential client contracts into public ChatGPT
for months. There was no policy, no audit trail, and no way to know how much client data had been
exposed. The firm faced a potential PIPEDA breach and a difficult conversation with its cyber insurer.

With flat-rate Al governance, a shadow Al audit would have caught the unauthorized access months
earlier — before any client data was exposed. Instead, one failure cost them $32,000 in a single
week.

How the Options Compare

. . Security PIPEDA
Option Annual Cost Response Time Patching Support
$12,000-%$20,000 + None — reactive

Traditional IT Vendor Hours to days None

breach risk only



Business hours

In-House IT Staff $100,000+ / year only Inconsistent Partial
Trueline Al $25,000-$45,000 / S s, 2 Automated, Full.docume
Governance year weekly ntation

What Proactive IT Actually Does

* A documented Al policy: means you can answer your insurer. Cyber insurance renewals go
smoothly, premiums stay flat, and clients get a straight answer about Al data handling.

e A shadow Al audit: reveals every tool in use — which are safe, and which must be shut down.
That visibility alone is worth the investment.

* M365 Copilot configuration: locks permissions down so Al can only access what each
employee is authorized to see. Productivity goes up; exposure goes down.

e Encryption by default: protects customer records, financial documents, and payroll at rest. A
lost laptop becomes a non-event.

« An Alincident response plan: means everyone knows what to do if data is exposed. No panic,
no guessing — just execution.

Next Steps

If you want to know where your business stands, Trueline IT offers a free 15-minute Al Exposure
Assessment. No pitch, no pressure — just honest feedback on your current setup and the biggest
risks in front of you.
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